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Abstract

The mobile node’s reputation in the Mobile Ad hoetiork (MANET) identifies its trust worthiness feecured multiple data
communication. Unknown nature of the node’s commation status for initial period has great impacthe effective data transfer
as MANET is self-organized and distributed. Thectional operation of the mobile network relies be trusty cooperation between
the nodes. The major factor in securing the MANEbased on the quantification of node’s reputatiod trustworthiness. The
previous literatures provided uncertainty modefeafiect a node’s confidence in sufficiency of itasp experience, and effect of
collecting trust information from the unknown nostatus. With node mobility characteristic, it redscinknown nature and speed
up trust convergence. Mobility-assisted uncertaimguction schemes comprised of, proactive schentes, achieve trust
convergence and reactive schemes provide noderdigitéon and their reputation. They provide aneptable trade-off between
delay, and uncertainty. The mobility based nodeutamon scheme presented in this paper, identdied monitor the node’s
trustworthiness in sharing the information withimetad hoc network. Mobile nodes information undetyais handled with the
mobility characteristics and its reputation is ewdéd to trust or discard the node’s communicat®mulations are carried out to
evaluate the performance of mobility based nodeitegjpn scheme by measuring the nodes consisteelegvinr, neighboring
communication rate, and path diversity. The averagie’s neighboring communication rate is hightfe proposed mobility based
reputation scheme compared to the reactive rogtiagpcols.
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1. Introduction mobile nodes with different goals share their reses in

. ) , order to ensure global connectivity.
A MANET can be considered as the collection of leise

mobile nodes organized to create a temporary ceiomec As the node participates in the network functionse
between them. Neither pre-defined network infragtme resources are consumed quickly. For instance, rigatte
nor centralized network administration exists tgistsin power is considered to be most important in a neobil
the communication in MANETS. Through a direct sidareenvironment. At any cases an individual mobile node
wireless radio links nodes communicate with eadteot refuses to share its own resources. An individuabire
Each mobile node has a limited transmission rabgeng hode may attempt to benefit from other nodes, bfitse

a multi-hop strategy nodes wishes to communicaté wit0 share its own resources. Those nodes are teased
other nodes outside their transmission range. Theee Selfish or misbehaving nodes and their behaviterisied
two types of MANETS: closed and open [1]. In a elbs Selfishness or misbehavior [2]. One of the majarrses
MANET, all mobile nodes cooperate with each othe¥f energy consumption in the mobile nodes of MANETS

toward a common goal. In an open MANET, differeri§ Wireless transmission [3]. In order to conseitgeown
energy a selfish node may refuse to forward data

packets for other nodes. The proposed solutionsfiad broadcasting has been used. The solution is notvaible

secure, trustworthy path from source to destinatBuch to this behavior. In this method, each node brostdca

a path is free from any misbehaving nodes. Take infRREQ packet if it is received from different neigihé

consideration both the trust value of the nodethénpath Therefore at the destination have multiple repoiati

and also the number of hops involved to searctafpath count value for different nodes, which further leadhe

from source to destination discovery of the most secure path, avoiding mishielga
nodes.

In the traditional DSR protocol [10] when a desi@de

receives a RREQ packet, it checks if it has presliou 2. Related Work

processed it or notlf it has processed it drops the packet.

A misbehaving node takes advantage of this andatsy Much research work has been done to make the route

the RREQ fast so that the RREQ from other nodes Hiscovered by MObI|It¥ based Node Reputation Scheme

dropped and the path discovered includes itselfthla (MNRS) secure. Various frameworks [3] have been

proposed work a different approach for RREQ packggsigned to model trust networks and ha\_/g bee_n ased
trust management systems [4]. It can be divided tintee
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main categories. In the first category the trushe largest trust value of route and least packktydfrom
management system has a central authority, whichaisiong multiple route options, as metrics, unlike th
usually called the Trusted Third Party (TTP). Hest standard DSR protocol that only uses minimum hop
cooperate on the basis of the trust values (etge, ttount. In [12], [13], Wu and coauthors raised thesiion
authorization certificates) assigned by the TTRf whether mobility should be treated as a foe
Introducing a TTP will violate the self-organizedtare of (undesirable) or a friend (desirable). In securéhated
MANETSs, which makes these systems inapplicable nesearch, this question also attracted a signifiaamount
MANETS. of research interest [14].

In the second category, one global trust valuergavd A formal trust structure was proposed [8]. In order
and published for each node, based on other nodesflect the uncertainty the trust structure allofes an
opinions toward it. EigenTrust [1] is one mechanism interval between belief and disbelief. The narrowss
this category. The algorithm calculates the contprieof interval, the lower the uncertainty. The trust domso
global trust values in the distributed environmenbbtained in [8] was particularly interesting, irgsting
EigenTrust presents the request to separate migbishafrom the findings, as it allows for the expressiof
from newcomers. But, it lacks the method to satibfg complex policies. However, the focus of the trusicture
request naturally. EigenTrust is a representathck raost is not the specific definition of uncertainty. Thetion of
existing trust evaluation systems have the samecertainty can also be integrated into formallyireel
requirement, but omit uncertainty at the same time. trust structures and adopted in enriched policiesang

In the third category, it includes the trust mamaget [9], developed algebra for assessing trust relatiamd it
systems that allow each node to have its own viéw lsas been applied to set up certification chaingrigiet
other nodes. These systems are more realisticegysaite designating belief, disbelief, and uncertaintydsigned to
similar to the trust models in the social netwoBach each trust statement.

node builds its view based on the observation dk age

the recommendation from others. Many recent rejautat 3. Mobility Based Node’s Reputation Scheme

systems, such as CONFIDANT [2], CORE [5], and . ) )
OCEAN [6], belong to this category. In the improve(MOb'l'tY pattern of most nodes in MANETS is detenmil
CONFIDANT [7], Buchegger and Boudec provided Dy their own tasks and considered _to be random; the
modified Bayesian approach for reputation represont, controlled-movement-based schemes in MANETS usually

updates, and view integration. When updating tssign the specific task to a selected small portd
reputation according to recommendations, on dgs to enha_mce the p_erformance._ Unknown statthe of
information that is compatible with the currentugation MoPile node is the main element in trust evaluation
rating is accepted. This approach is objective mtmist. MANETS, mobility increases the chance that two
But, this approach still leaves an opportunity daborate separated nodes meet and directly contact each. dthe_
attackers to launch false accusation attacks ghmees is 2/SO allows each node to have more evidence tdyveri
no constraint on update frequency. This approasb afuture recommendation.
lacks the ability to separate newcomers from miakers. o )

In the proposed mobility based node’s reputatidreste,

A Trust based routing is proposed by Pirzada [8fich each node has one unique ID an_d it cannot be sqprfe
the trust agent derives trust levels from eventt tre N°de can only monitor the behavior of its 1 hopghbor.
directly experienced by a node. Trust informatian i/hen two nodes directly contact each other in 1, togy
shared by the Reputation agent about nodes withr ot§ave€ @ way to decide whether the result is satisfac
nodes in the network. A Combiner computes the fingPdes’ behaviors are consistent. A node’s general
trust in a node based upon the information it neesfrom Pehavior can be deduced from its past actions; s1ade

the Trust and Reputation agents. Trust is compusg independent from each other, with no collgsion. The
direct and indirect information. The trust value §OPOsed reputation system accommodate independent
propagated by piggybacking the direct trust valtiehe false p_ositive and false negative. The kno_wledge of
nodes along with RREQ packets [8]. Each time a giaisk reputation rgflects the_ f_ocus of a trust evaluaggstem.
forwarded or sent, the routing table is being sednfor R€putation is the opinion of one entity toward &eot

all alternate paths leading to the destinatiorcotnpares Paséd on past experiences. In most of the existing
the direct trust value of all next hops in thistpand SYStEMS, reputation is represented as two variabéef
selects the one with the highest trust value. and disbelief. However, dividing trust into onlylieé or

disbelief is not always appropriate. One reputatiatue
Routing Algorithm based on trust was also propasgd Pased on 10 contact experiences, and another lmased
Wang et al [11]. In advance the trust values ofthdl 100 contact experiences, have totally d|fferentm1u§.
nodes are assumed and are stored at each nodefofrug\n ordering between no knowledge and total ceryaisit
the route is calculated at the source node basetheon N€€ded to reflect the degree of confidence in trust
weight and trust values are assigned to the nodedvied Information. _ _ L
in the path at the source node. Assignment of weigh In this system, a one-dimensional representatidoetéf,
done ranging from 0 to 1. The protocol uses thé path disbelief, and uncertainty is extended from thejesttive
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logic. Each node keeps a belief and disbelief vidweard such areas are recovered quickly then such shpater
other nodes as a prediction of their future behavie may not be utilized.
these two values are only predictions, uncertaahyays
exists. The node’s opinion is represented as dat#dnas c. One of the other drawbacks is that all the oop h
belief, disbelief, and uncertainty, respectivelyheT neighbors of destination after receiving first RREQ
reputation of a node computed from first-hangropagate to destination. This results in discaydine
information is the reputation based on one’'s owWRREQ packet from most of the neighboring paths.
experience. It is calculated directly from a node’s
observation. Each node will also propagate thiBo take into consideration the above problems, the
information so that other nodes can use it as seband following modification is proposed to the traditain
information. Each node estimates its neighbor'mbdity reactive routing protocol and present efficient MBIR
based on its accumulated observations using BayesMNRS discovers multiple neighbor reputation between
inference. two nodes. This is essential for an ad hoc networke
able to tolerate attack-induced path failures aralide
Bayesian inference is a statistical inference inictvh robust packet delivery. Depending on the numberoales
evidence or observations are used to update oewdyn in the ad hoc network the node’s reputation cotatus is
infer the probability that a hypothesis may be trBeta used. If robustness is required, it can send thegzacket
distributions, Beta are used here in the Bayesidirough those trusted neighbor so high reputati@ach
inference, since it only needs two parameters #rat node creates a Reputation Counter Table as shown in
continuously updated, as observations are madetarg Table 1. This table maintains a reputation couitesdor
each node in the network has the prior Beta foritall its node neighbors. In the proposed work, each states
neighbors. The prior Beta implies that the distiitou of the reputation count value of its node neighbors.
the reliability metric complies with the uniform

distribution, which indicates complete uncertaiagythere Table 1. Reputation Counter Table for Node
are no observations. When a new observation is pifitie Neighbors

is a successful forwarding, then it is updated. pher is

then updated as Beta when needed. The triplet Node Neighbor Reputation counts
representing the node’s opinion is derived from aBet B 0.74

Reputation exclusively based on direct contacteases
the detection time when compared to an approach tha
also uses reports from others. The more informadi@ch
node considers, the faster the trust evaluatiorieaeh
convergence. Second-hand information is the inftiona
that a node gets from the first-hand informatiobljsined
by other nodes. It is a kind of trust transitivityode A
first gathers other nodes’ first hand observatitmsard
node C. Node A converts the information into amapi
and discounts it by node A’s opinion toward the @0

reporting the observation. The recommendation | th ; P K h h
calculated in this sense. After gathering all thBrotocol there is no procedure to know the one hop

recommendations, node A will synthesize them arfifighbors of destination as no next hop table is

integrate the second-hand information with thet-firand ma!nta!ned._ Therefore to address. the above probiem
observation and make a final anticipation and diecis maintain neighbor table as shown in Table 2 atyenede
in MANETs. This table is used to maintain all the

The reactive routing model in which dropping of th@eighbor hop nodes to its respective destinatibrhab

subsequen RREQ. packet may lead to. fllownf!? felds W are destiatonrod n whichwres
problems: e 9

RREQ packet is designated and the other field ighber

hop nodes which store the total hop neighbor naifes

appropriate destination. This table is created wherw
MRREQ packet is received at each intermediate node.

C 0.83

The reputation count value is assigned in the rdirage 0
to 1. A well behaved node is assigned reputatiaunto
value >= 0.5, while a malicious node is assigned
reputation count value < 0.5. Do not consider ptalsi
layer and link layer attacks, like jamming attaciksthis
paper. To decrease the routing overhead and iretbas
Onetwork performance all the one hop neighbors of
stination unicast the RREQ packet. In reactivgimg

a. In the traditional reactive protocol when a nogteeives
a RREQ packet, it checks if it has previously pesed it
or not. If it has processed it drops the packet
adversary node takes advantage of this and forwthels
RREQ fast so that the RREQ from other nodes are
dropped and the path discovered includes itself.

b. Compared to the paths with congested or highsaoé
mobile network RREQ packets arrive quickly compared
to the paths with congested or highly mobile arsfathe
network. This results with no path through congesie
highly mobile area. But if there exists a shortathpand if
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Table 2. Neighbor Table the RREQ packet, it is processed and sees tottlgahot
from the one hop neighbors of destination and duoxs

Destination Node Neighbor Hop Nodes include one hop neighbor of destination. So there i
E 18 propagation delay which is being done by the intatiate
[= 16 node. The time delay to forward RREQ by is equalto
way propagation delay. The above said process is
performed only after receiving the RREQ packet. The
3.1 Routing Node Discovery delay D is calculated using formula given below.
If a path is already not known and supposes a saude Drac= MAX g/ Sp+ n 3)

wants to transmit a data packet to a destinatiaend

first initiates a route discovery process by braetiog a Where MAX = maximum transmission range.

route request packet. The RREQ packet header is N = constantvalue, TR/2*S as used in simulation.

modified by adding a p_truste field, so that it now

contains the following fields: source IP addresdf the intermediate node overhears a RREP packét wi

destination IP address, a sequence number andcsfe:tru hop count equal to 1 before the timer expires, then
intermediate node and the node that forwarded RE@

RREQ: packet are both one hop neighbor of destinationth®o

{IPsource, IPdes, Seq num}|| p_truste (1) neighborhood table is updated by storing interntechad
forwarding node as one hop neighbor of the spetifie

where IPsource and IPdes are IP addresses of @@stination. If the intermediate node is one hdp o

destination and source nodes, Seq num is the seguedestination The RREQ is forwarded in unicast maitrier
number . broadcasted. This ensures lesser routing overhsad a

unicast the RREQ packet by such intermediate node
It is maintained by the source node for each datitin decrease routing packets in the network.
node and increases automatically for each routaestq
p_truste denotes the trust value of the path upabnode Unlike previous approaches which are based on besad
and is initialized as 0 at source node. and hence ignore the path from one hop neighbor of
After broadcasting the RREQ packet, the source setie destination, the protocol proposed in this papersizter
a timer whose time period T which is equal to 1-waguch path as it uses unicasting of route discopewket
propagation delay. It is determined by using formnulfrom one hop neighbor of destination which leadlétect

given below: most trustworthy path. So the increase in deteatida of
misbehaving node lowers the packet drop attack lwhic

T=2*MAX:r/Sp+n (2) indirectly increases throughput of the network. tEac
RREQ packet is modified to include the trust vadfiehe

where MAX = maximum transmission range. node from which packet is received. So when B
broadcasts a RREQ packet and node A receives it, it

Sp = Speed of the wireless signal. updates the p_truste field as:

n = Neighbor node rate threshold constant, TR/2%S

used in simulation. p_truste = p_truste +trygt (4)

The time value of the timer set to denote the tireeded Where trustg is trust value that is assigned by node A to B
to receive a RREP packet from one hop neighborse®a and signifies how much node A trusts B.
on the arrival time and the length of the path, the
acceptance of RREP is denoted. The possible arfeal 3.3 Destination node’s route of reply
RREP packet could be before or after the timer respi o ) o )
Accordingly either it can be accepted or rejecttBREP When a destination node receives RREQ it immediatel
packet arrives before the timer expires then édsepted S€Nds RREP. At the destination, p_truste contains
if path length is equal to 1 else it is rejected.this RREP information about the trust of all nodes involvedthe
packet may be forged RREP packet form a maliciof&th-
node. If path length is greater than 1 it arriveieraimer . . o
expires and the value is greater than 1. As nowRIREP The RREP packet header is modified such that itats
packet has traversed along the path containing o fields p_truste and n_trus_t in addition to otfields.
legitimate nodes from source to destination. RREEket 1€ updated RREP PACKET is:
is rejected if path length is 1 as it is from malics node. RREP :

{IPsource, IPdes, Seq num}|| p_truste|| n_trust (5)

3.2 Processing of route request at intermediate ned i ,
Where p_truste is assigned from the RREQ packet

Processing takes p|ace On|y when the packet iSveste received at the destination and n_trust is intedito 0. It
from a different path. When an intermediate nodeires has the same significance as p_truste in the RRERep
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and denotes the trust value of the path up to bae using the random waypoint model with a speed ragom

from the destination. chosen within the range of 0-25 m/s. The transmissi
range of each node is 150 m. It is assumed that te

3.4 Processing of intermediate nodes at RREP nearly 25% malicious nodes are available in thehad
network.

When an intermediate node receives a RREP PACKET, i

checks if it is the intended next recipient. If ydsen it 4.2 parameters for Evaluation

modifies field n_trust in the same manner as ptdrus

Each node updates it by including the trust valfithe To evaluate the performance of the proposed schimae,

node from which it received the packet. So whenenod following metrics are used: Percentage of detectibis

receives RREP packet from vy, it updates n_trust as: defined as the ratio of the number of nodes deleate
adversary and the actual number of such nodesniregse

n_trust = n_trust + Txy (6) the network.

Then intermediate node forwards the RREP packetgaloNeighbor Node Communication Rate:lt is defined as
the route in source route of RREP packet. If athe time number of RREQ packets transferred taken t
intermediate node overhear a RREP packet andribtis find a secure path from source to destination, hia t
the intended next recipient, then it adds the fistle in  presence of adversary nodes.
source route of RREP packet to neighbor table. firee
node in source route is the one hop neighbor ®hroughput: it is the ratio of the number of data packets
destination. received by the destination node to the numberackets
sent by the source node.
3.5 Path decision at source node
The results for the proposed scheme MNRS are cardpar
When the RREP packet reaches the source node,dste with those obtained from reactive routing protoB@A.
secure path is selected by it. It calculates th paist DOA is the integration of DSR and AODV reactive
based on the trust values p_truste and n_trusiveztén routing protocols, by varying the number of adveysa
the RREP packet and the number of nodes in the paibdes in the network. Figurel shows the numberodin
The path selected is the one which has the maxipatin reputation consistency rate vs adversary node. his t
trust. Trust value of'i path: number of adversary nodes increases node reputation
consistency rate also increased. So more numbsodgs
path_truste= (( p_truste + n_trust ) / 2') *;w (7) means a high steep in the consistency rate. Fitysteow
that MNRS is able to detect more adversary nodes

where w=1/n/Z21/Ng=110n) compared to trust based multi path reacting routiode.
MNRS is able to explore more routes to destinatisn
path_trust@ource - des= Max( path — trus) (8) packet to be requested packet is unicasted. Therafore
number of paths is available at source and trushyor
where: path is selected based on the path trust. The g of
pis the number of nodes ifi path. detection is less than 100 due to node mobility cWhi
n is the total number of paths froto €. results in link breakage. When there is a link kagg the
wis the weight assigned to tHegath. next trustworthy path is selected. But the behawbr
path_trustés the trust value of thé' path. some node may change during this time and it many st
path_trusglice-desiS the trust value of the pathmisbehaving. This information is available only lwihe
selected as the most trust-worthy path. intermediate nodes, which are unable to make amtyng
decisions. Thus the path selected may include sades,
4. Performance of Mobility assisted node which remain undetected.

reputation scheme for MANET Security
) ) ) Table 3 shows that the adversary nodes of MNRS are
4.1 Simulation Environment more than DOA when there are no adversary nodésein
network. In MNRS a request packet is processethdf t
packet is received from different paths whereaB@A a
node drops the packet if it has seen it previooslynatter
for the path. But as the number of nodes increasése
cket the packets dropped which induces new route.

Network Simulator (2.3.2 version) is used to eveduhe
effectiveness of the proposed method. Differenhades
are defined in a 600 * 600 Sgm with 40 mobile nodéw
source and destination nodes are randomly seletted.
each scenario, each node moves in a random dinectis'
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Table 3 Node reputation consistency rate vs adiergade

No. of Adversary Node 3 5 i ¢) 11 13 15 7 19 21
Node reputation CO”S'Ste”CyggtAe °%%| 6| 8| 95 10 105 11 115 12 145
Node reputation Consistency Rate fot, | o 5| 115/ 154 139 135 142 145 163 15.4
MNRS
Table 4 No. of Neighbor Node communication ratées of adversary nodes
No. of Adversary Node 2 4 6 8 10 12 14 14 18
No. of Neighbornode | 54 | 5055 | 205| 20 18| 16| 14 12| 1D
communication rate for DOA
No. of neighbor node
communication rate for 23 23.15 23.25 22 22.5 19.5 17 15.25 13
MNRS

Table 5 No of neighbor node Diverted rate vs Naaafersary nodes

No. of Adversary 5 4 5 3 10 12 14 1 " o
Node
No. of Diverted
Path for DOA 12 14 16 18 20 22.5 25.25 30 35 40
No. of Diverted q
Path for MNRS 19 21 23 25 27 29.5 32.25 37 42 47

No of Adversary Node Vs Node reputation

Consistancy rate

14 1
12 1 —DOA
10 1

8 —— MNRS

Node Reputation Consistancy
Rate

No of Adversary Node

Fig. 1:Node reputation consistency rate vs adversary nog

1 2 3 4 5 6 7 8 9 10

No of Adversary Nodes Vs No of

Neighbour node Comm.rate

TN

1 2 3 456 7 89

= = N N
o ol o (8]
I I I |

(&2
I

No of neighbor node
communication rate

o

No of Adversary Nodes

— DOA

— MNRS

Fig. 2 and Table 4 show that the adversary nodes of
MNRS are more than DOA when there are no adversary
nodes in the network. In MNRS a request packet is
processed if the packet is received from diffeneaths
whereas in DOA a node drops the packet if it has se
previously no matter for the path. But as the numife
nodes increasehe packets dropped which induces new
route. In MNRS adversary nodes are detected and
excluded from the path. The route discovery is yha
which indirectly decreasing the routing overheadliké
DOA approaches, which are based on broadcast of
request, the scheme uses unicasting of route disgov
packet from one hop neighbor of destination. This
unicasting of rate of request introduces very less
Gditional routing overhead on standard DOA in the
network. The throughput of MNRS is more compared to
DOA and reputation count. Throughput for all the
methods degrades with the increase in number of
adversary nodes in the network as shown in Figared3
Table 5 It shows the number of adversary nodes vs
number of diverted paths. However, the increase is
steeper in reactive routing as it discovers thetekbpath
without detecting any adversary nodes which induce
packet drop, excluding adversary nodes. It isrclieam

the graph that as the number of adversary nodeases

the number of diverted path also increases.

Fig. 2:Number of neighbor node communication rate Vs
Number of adversary nodes
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No of Adversary Path Vs No of Diverted
Path

50 1
“ (4

30 —DOA

20 —— MNRS

No of Diverted Path

10 ~

0 — T
1 2 3 4 56 7 8 9 10
No of Adversary Node

[5]
Fig. 3: No. of adversary nodes vs no. of divertathp

, [6]
5. Conclusion
The MNRS for secured MANET presented in this paper
maintains the consistent knowledge about the nodT’ﬁ
communication spree, whether trusted or untrusteel o
The proposed reputation scheme is used in impraiag
efficiency of overall network data transfer between
different nodes. The neighbor node utilization ristesed
to evaluate the consistent nature of nodes reputati
behavior and minimize the route discovery delallf
threshold. Path diversity metric used in the sirioma
experiments for analyzing the MNRS shows the nabidire
data transfer route in the MANET reactive routing
protocol.
The node’s trustworthiness is very much used inisha [9]
the information within the ad hoc network for sesir
data transfer in adverse conditions. Mobile nodes
information uncertainty is handled with the molyilit
characteristics and its reputation is evaluatedrust or
discard the node’'s communication. Simulations tes
shows that the performance of mobility based node
reputation scheme in terms of nodes consistencauieh
neighboring communication rate, and path diversity
compared to the reactive routing protocols arerawed.
The performance of the certainty reputation syste
improves and the average uncertainty increases #heen
percentage of misbehaving nodes increases.

References

[1] S. Kamvar, M. Schlosser and H. Garcia-Molin&hé
Eigen trust Algorithm for Reputation Management in
P2P Networks”, Proceedings International
Conference World Wide
http://kamvar.org/assets/papers/eigentrust, 2003.

[2] S. Buchegger, and J. Boudec, “Performance Agigly
of the CONFIDANT Protocol: Cooperation Of

Nodes— Fairness In Distributed Ad hoc NeTworks”[,14] S. Capkun, M. Cagal,

In Proceedings of ACM Workshop Mobile Ad Hoc
Networking and Computing (Switzerland), doi:
10.1145/513800.513828, pp. 226-236, 2002.

[3] C.Boyd, A. Josang, and R Ismail, “A Survey atust

And Reputation Systems for Online Service
Provision”, Preprint of article published in Decisi
Support System, DOI: 10.1016/j.dss.2005.05.019,
Vol. 43, No. 2, pp. 618-644, 2007.

W. Zhang, S. Das, and Y. Liu, “A Trust Based
Framework for Secure Data Aggregation in Wireless
Sensor Networks,” Proc. '3 Annual IEEE
Communications Society on Sensor and Ad Hoc
Communication and Networks, Vol. 1, pp. 60-69,
2006.
P. Michiardi and R. Molva, “CORE: A Collaboresi
Reputation Mechanism to Enforce Node Cooperation
in Mobile Ad Hoc Networks”, Proc. IFIP TC6/TC11
Sixth Joint Working Conf. Comm. and Multimedia
Security, pp. 107-121, 2001.

S. Bansal and M. Baker, “Observation-Based
Cooperation Enforcement in Ad Hoc Networks”,
Technical Report Stanford Univ.,
arXiv:cs/0307012v1 [cs.NI], 2003.
S. Buchegger and J. Boudec, “A Robust Reputatio
System for P2P and Mobile Ad-Hoc Networks”, In
Proceedings of the Second Workshop on the
Economics of Peer-to-Peer Systems,
citeulike:422300,2004.

A.Pirzada, A., Datta, A. and McDonald, C.,
“Trustbased routing for ad-hoc wireless networks”,
Proceeding of IEEE International Conference
Networks (Singapore),

DOI: 10.1109/ICON.2004.1409162, Vol. 1 326-
330, 2004

A. Josang, S. Marsh, and S. Pope, “Exploring
Different Types of Trust Propagation”, In
Proceedings of the"International Conference on
Trust Management

(iTrust ) Pisa, 2006.

iLO] Poonam, K Garg, and M. Misra, “Trust based tmul

path DSR protocol”, In Proceedings of Fifth
International Conference on Availability, Reliabyjli
and Security, (Poland, February), DOI:
10.1109/ARES.2010.87 pp. 204-209, 2010.

Lil.'l] Wang, C., Yang, X. and Gao, Y., “A Routing

Protocol Based on Trust for MANETS”, In
Proceeding of Sixth Annual International Conference
on Grid and Cooperative Computing (Beijing, China),
Lecture notes in computer science 3795, pp. 959-964
2005.

[12] J. Wu and F. Dai,, “Mobility Management ang It

Applications in Efficient Broadcasting in Mobile Ad
Hoc Networks”, Proceedings on IEEE INFOCOM,
DOI: 10.1109/INFCOM.2004.1354507, 2004.

Web, [13] J. Wu, S. Yang, and F. Dai, “Logarithmic Store

Carry-Forward Routing in Mobile Ad Hoc
Networks”, IEEE Trans. Parallel and Distributed
Systems, Vol. 18, No. 6, pp. 735-748, June 2007.
and M. Srivastava, “Seqy
Localization with Hidden and Mobile Base Stations”,
Proceedings INFOCOM 25th IEEE International
Conference on Computer Communications, DOI:
10.1109/INFOCOM.2006.302,2006.

25



International Journal of Computational Intelligence and Informatics, Vol. 1 : No. 1, April - June 2011

AUTHOUR’S BIOGRAPHICS K Duraiswamy received the B.E.,

M.Sc. and Ph.D. degrees, from the
University of Madras and Anna
University in 1965, 1968 and 1987
respectively. He worked as a Lecturer
in the Department of Electrical

Engineering in Government College

A. Suresh Research Scholar of Anna
University, Chennai, is working as an
Associate Professor at K.S.Rangasam
College of Technology, Tiruchengode,
Tamilnadu. He has completed his

Bachelor's Degree (Mathematics), of Engg, Salem from 1968, as an

Masters ~ Degree  (M.C.A)  atpgsistant professor in  Government College of
Kandasamy  Kandar's  College,Technology, Coimbatore from 1983 and as the Praicip
Affiliated to University of Madras, Tamilnadu and.Rhil 5 k g Rangasamy College of Technology from 1995.
at Manonmanium Sundharanar University, Tirunalvelye is currently working as a Dean in the Department
TamilNadu. His research interests include Mobilehéa Computer Science and Engineering at K. S. Rangasamy
Networks. College of Technology (Autonomous Institution). His
research interest includes Mobile Computing, Soft
Computing, Computer Architecture and Data Mining H

is a senior member of ISTE, IEEE and CSI.

26



